I[MTPOEKT
MIHICTEPCTBO OCBITHU 1 HAYKH YKPATHU

JIHinpoBCcLKUI HAIOHAJBLHUI VHiBepcuTeT iMeHi OQuiecsa I'onuapa

3ATBEP/I’KEHO:

Pektop [IHINIPOBCHKOTO HAI[IOHAILHOTO
yHiBepcuteTy iMeHi Onecst ['oHuapa
Cepriit OKOBUTUH
« » 2024 p.

OCBITHbHO - IPO®ECIHHA ITIPOTPAMA

«KIBEPBE3IIEKA TA CUCTEMMU TEXHIYHOI'O 3AXUCTY»

piBeHb BHIIIOI OCBITH NepuInii (0aKaJABPChKHI)

crneniajJbHICTh 125 KioepOe3neka Ta 3axucTt indopmanii
rajy3b 3HaHb 12 IndopmaiiiiHi TeXHOJIOTII
CxBaJjieHo:

Buenoro pagoro JIHIIPOBCHKOTO
HaIlIOHAJIBHOTO YHIBEPCUTETY

imeH1 Onecs ['onuapa

BiJ 2024 p., mpotokosm Ne

JHinpo
2024



HEPEIMOBA

1. Bueceno: kadenporo kiOepOe3meku Ta KOMIT IOTEPHO-1HTETPOBAHUX TEXHOJOTIN
(b13UKO-TeXHIYHOTO (DaKyJIbTETy JIHIMPOBCHKOIO HAIIOHAIIBHOTO YHIBEPCUTETY 1MEHI1
Omnecs I'onuapa.

2.3aTBep[:KeHO Ta HAJAHO YMHHOCTI pIIICHHAM BYeHOI paau JIHITPOBCHKOTO
HAI[lOHAJILHOTO YHiBepcuTeTy iMeHi Onecst ['oHuapa:

— Big «20» 04 2023 p. mip. Ne9 (penmakiist Nel);

—Big«__» 2024 p.mp. Ne__ (pemaxiis Ne2 Big 2024/20251.p.).

3. Po3poOnuku (podoua rpymna):

1. Kmumenko Citiiana BonomumupiBHa, KaHAWAAT TEXHIYHUX HAyK, JOIICHT,
3aBigyBauka Kadenpu kidepOe3neku Ta KOMIT FOTEPHO 1HTErPOBAHUX TEXHOJOTIH;
2.Manaituyk Banentun IlaBmoBud — JOKTOp TEXHIYHUX HayK, mpodecop, mpodecop
kadeapu KidepOe3neKu Ta KOMIT IOTEPHO IHTETPOBAHUX TEXHOJIOTIH;

3.Mazypenko Banepiii boprcoBud — kaHAuAAT TEXHIYHUX HAyK, JOICHT Kadeapu
Ki6epOe3neKkn Ta KOMIT FOTEPHO IHTETPOBAHMX TEXHOJIOTIH;

4. Ilpu po3poOui BpaxoBaHi BUMOIH:

1. OCBITHBOI0 CTAHAAPTY CHENiATbHOCTI:

BincyTniii, ane 3acrocoBano CTaHaapT BHIOI OCBIiTH YKpaiHM 31 CHEIIalbHOCTI
125 KibepOesneka s nepmoro (0akaaaBpChKOro) piBHS 3aTBePAKEHHMH HaKa3oM
MinictepcTBa ocBiTH 1 Hayku Ykpainu Big 04.10 2018 p. Ne 1074, BBeaeHo B giro 3
2018/2019 HaB4YaIBLHOTO POKY.

2. IIpodeciiini cranaapTu

[Ipodeciiinuit  cranmapt  «Po3pobuuk  cuctem  3axucty  iHpoOpMaIii»
Big 25.11.2022 Ne715.

[Ipodeciiinuii cranmapt «®PaxiBelupb 3 TEXHIYHOrO 3axucTy iHdopmanii» Hakas
Anminictpanii Jlep»aBHOi CiIy’)kOM CIELIaJbHOTO 3B S3KYy Ta 3aXUCTy 1H(opMarii
VYkpainu Big 23 ciuns 2024 poky Ne 38.




JIMCT NOT'OKEHHSA

OCBITHBO-TIPOdeciiiHOI mMporpamMu

1. Buena pana ¢izuko-TexHiuHoro axynprery: mporokosn Ne 9 ig 27.02.2024 p.

['omoBa BP ®T® Anamoniu CAHIH
2. Paga 3 sixocti JIHY: mpoTtokom Ne BIJT « » 2024 p.
3actynHuk roiosu P351BO Banenmuna CUUIIY-BAJITABAEBA

PeneHsii-Biaryku creifkxoJ/iaepis

1. PoGoTonaBiii:

1. Jlanuenko Jlmutpo BanepiiioBuu, Havanbauk 2-ro cekTopy (opraizariii
TEXHIYHOTO  CYNPOBO/KEHHS)  YIpaBiiHHA  HOpoTUIii  KiOep3jgoymHaM B
Juinponerposcrkiit o6nacti JKIT HIT Ykpainu.

2. boryn Muxona Onekcannposud, gupektop TOB «Kanbiton [HxuHIpiHTY.

3. Kymuk Cepriii BonogumMupoBud, HadaJbHUK BIJUTY TEXHIYHOI OXOPOHU B
M. JIH11po, « OXOPOHHUI XOJIIIHTY.

4. Mara Cepriit BiktopoBuy, ¢axiseup CiyxOu bezneku Ykpainu.

5. Apremenko Onis denopiBHa, NPOBIAHUN (PaxiBellb-aHATITUK 3 JOCHIKEHHS Ta
MozentoBaHHs puHKy, TOB «Metan kyp'ep».

6. Bepetrok Cepriii BikTopoBud, K.T.H., IOIEHT, BUKJIaad Kaeapu KOMIT FOTEPHUX
TEXHOJIOTIM Ta MojentoBaHHs cucteM [lomichkuil HallOHANBHUI yHIBEPCUTET
(M. XKutomup), kepiBHUK 1HKHHIpUHTOBOI 1Ko Noosphere Engineering School

2. 3100yBayi BUIIIOi OCBITH:
1. Cepbina Anacracia JImuTpiBHa, 3100yBay nepiioro (6akaaaBpChbKOTO) PIBHS BUIIOT
ocBitH, 125 Kibep6esneka, OIl — Kibepbesneka, 2 kypc, JHY;

2. CoxomnbiioBa Bipa CepriiBaa, 3100yBad nepiroro (6akaaaBpChKOro) piBHS BHUIIO1
ocBiTH, 125 Kibepo6esneka, OIl — KibepOesneka, 1 kypc, JJHY.



1. IIpoginb ocBiTHLOI Mporpamm 3i cneniaJbHOCTI
125 KIBEPBE3IEKA TA 3AXUCT IH®OPMAIIIL

1 — 3araabHa indopmaiis

IloBHa Ha3Ba 3akjaxy
BHUIIOI OCBITH Ta
CTPYKTYPHOIO
miapos3ainy

JHinpoBchKuil HanioHaJbHUI YHiBepcuTeT iMmeHi OJuiecss I'onuapa
dakyJabTeT QiZUKO-TeXHIYHUI
Kagenpa kidep0Oe3nexn i KoMII’IOTepHO-iHTErpOBAHMX TEXHOJIOTIH

Odiuiitna nazpa
OCBITHBOI IpOrpamMu

Ocgitapo-nipodeciitaa nmporpama «KidepOe3sneka Ta CUCTEMH
TEXHIYHOTO 3aXUCTY)

Odiuiitna nazpa
OCBITHBOI IporpamMu
(aHIJiiiCbKOI0 MOBOK))

Educational and professional program
«Cyber Security and technical protection systemsy

Crtyninb BHIIIOI OCBiTH
Ta OCBITHS KBaJi(ikauist
MOBOI0 OPHMTiHAJTY

bakanasp
OciTHa  KBamidikarmis:
iHpopmarrii

OakanmaBp 3 KiOepOe3mekn Ta 3aXUCTY

KBanidikauis B quniiomi

Crymninb: 6akanaBp
CrenianpsHicTs: 125 KibepOesmneka Ta 3axuct inpopmarii
OcaitHs nporpama: KiGepOesneka Ta CHCTEMH TEXHIYHOTO 3aXUCTY

KBaaigikauia B puniomi
(aHTJiHCbKOI0 MOBOIO)

Degree: bachelor
Specialty: 125 Cyber Security and protection systems
Educational program: Cyber Security and technical protection systems

IIpodeciiina
KBaJi(ikauis

Tun auniiomy ta o0csr
OCBITHBOI IPOIrpaMu

Jlurom OakanaBpa, OMHUYHUH,
240 kpenutiB €EKTC, Tepmin HaB4anHs 3 poku 10 MicAis;
180 xpeautiB €EKTC, Tepmin HaByanHs 2 poku 10 micsiiB

HasiBHicTh akpeauTauii

MiHicTepcTBO OCBITH 1 HAYKH YKpaiHu

Ceptudikar mpo akpeaurarito cremianbHocTi 125 Kibepbesneka :
cepist HJ] Ne 0495177 Bix 19 xoBtHs 2017 p.

Tepwmin nii- no 01.07. 2025* p.

uxka/piBeHb HPK VYxkpainu —6 piBenb, FQ-EHEA — nepmmii mukir,
EQF LLL — 6 piBenb
IlepenymoBu IToBHa 3aranbpHa cepeHs OCBiTa 00 CTYMiHb (HaXOBOTO MOJIOIIOTO

OakanaBpa, abo ctynias mosoamoro 6akanaspa (OKP cnerianicra)

DopmMH HABYAHHSA

[enna

Moga(1) BUKJIaJaHHS

YKpaiHChKa

Tepmin aii ocBiTHBOI
nporpamMu

Ha nepion nii ceptudikaTy 3 akpeauTanii crneniaibHOCTI (BiAMIOBIIHO
Hakazy MOH Vkpainu Big 30.10.2017 Ne 1432, a takox *IloctanoBu
Kab6inery MinictpiB Ykpainu Bin 16 6epesns 2022 p. Ne 295) a6o a0
MIPOXOJKEHHSI IEPBUHHOI aKpeUTallii OCBITHBOI IPOrpamMu

Tepwmin aii- 1o 01.07. 2025 p.

InTepHer-aapeca
NMOCTITHOT0 PO3MillleHHS
OIHUCY OCBITHbOL
NporpamMu

www.dnu.dp.ua

2 — Meta oCBiTHBOI MporpamMu

[TigroroBka ¢axiBiLiB, 3JaTHUX BUKOPHUCTOBYBATH 1 BIPOBAKYBAaTH CHCTEMH TEXHIUHOTO 3aXHUCTy
iH(popMmalii, TexHosorii iHdopmManiiHoi Ta kKidepOe3neku, GopMyBaHHS Ta PO3BUTOK 3arajbHHX 1
npodecifHUX KOMIETEHTHOCTEH 13 BIOPOBA/KEHHS Ta 3aCTOCYBaHHSA y MpoQeciiHiil TisIbHOCTI
1HTerpamii NporpaMHUX Ta amapaTHUX 3aco0iB BHUSBIEHHS, MOHITOPMHTY W 3a0e3ledeHHs
iHpopmaniiiHoi Oe3nekd, CydacHUX I1H(POPMALIHHUX TEXHOJIOTIH 3axucTy 1H(opmaulii B
1H(pOpMallIHHO-KOMYHIKallIMHUX CHCTEMax, TEXHOJIOTiH 30epekeHHs JaHuX B KibepmpocTopi Ta



http://www.dnu.dp.ua/

iHTenekTyamizanii GpyHKii nporuaii Kibep3MOUMHHOCTI, 3 aKIIEHTOM Ha pealli3allilo KOMIUIEKCHUX
CHUCTEM TEXHIYHOTO 3aXHCTy 1H(HOpMaIii.

3 — XapaKTepUCTHKA OCBITHbOI IpOrpaMu

IIpeameTHa 001aCcTH raay3b 3HaHb 12 [Hopmariitni TexHomortii,

(ramy3b 3HaHb, cneniajgbHicTh125 KiGepOesmneka ta 3axuct iHpopmarii

CIeniaJbHiCTh, 00’exT(11) BUBYEHHS Ta\ado TislIbHOCTI:

creniaJizanmist) — 00’ €eKTH iHbopMaTH3allii, BKJIIOYAIOYHU KOMII FOTEpHI,
aBTOMAaTH30BaHi, TeJIEKOMYHIKalilHi, iH(opMaliiHi, iHpOopMaLiiHO-
aHATITUYHI, 1H(}OopMaIiiHO-TeIeKOMYHIKAITi HH1 CUCTEMH,

iH(MOopMaIiliHI pecypcH 1 TEXHOJIOTI;
— TEXHOJIOT1i 3a0e3eueHHs Oe3neKku iHdopmariii;
— TpolecH ympaBiiHHS iH(popMaliifHO0 Ta/abo KibepOe3neKoro
00’ €KTIB, 110 TiUISTAI0Th 3aXUCTY;
— KOMIUIEKCHI CUCTEMH TEXHIYHOTO 3aXUCTY iH(pOpMaIlii.
ini HaByaHHs: TiAroToBKa (axisiliB, 3JaTHUX BUKOPUCTOBYBATH 1
BIIPOBAKYBAaTH TEXHOJOTIi iHpopmaniiiHoi Ta/abo KibepOes3mekH,
CUCTEMH TE€XHIYHOTO 3aXUCTy iHpOopMaIlii.
TeopeTnunmii 3MicT NpeaMeTHOI 001acTi:

3Hanns
— 3aKOHOJIaBYOi, HOPMAaTHBHO-IIPaBOBOi 0a3u VYKpaiHM Ta BHUMOI
BIIMOBIIHUX MIDKHAPOJHHMX CTaHJAPTIB 1 MPAKTHK 00 3IIHCHEHHS
npodeciifHOT isUTEHOCTI,
— MPUHIUIIB CYIPOBOIY CUCTEM Ta KOMILIEKCIB iH(opMaliifHoi Ta/abo
KibepOe3neku;
— Teopii, Mopaenell Ta NPHUHLMIIB YIPABIIHHSI JOCTYIIOM 1O
iHpOpMaIiifHUX pecypciB;
— Teopii cucteM ynpaBiiHHS iHPopMaIiitHOIO Ta/abo KibepOe3neKoro;
— METOIIB Ta 3aco0iB BUSBJICHHS, YNPABIIHHA Ta iAeHTU(IKALii
PH3UKIB;
— METO/I1B Ta 3ac001B OI[IHIOBAHHS Ta 3a0e3MeueHHsI HE0OX1JHOTO PiBHS
3aXUIIEHOCTI iHpOopMaIrii;
— METOMIB Ta 3ac00iB TEXHIYHOTO Ta KpUOTOrpaiyHOTO 3aXUCTy
iHpopMarii;
— Cy4acHHX 1H(pOpMaIiiHO-KOMYHIKAIITHUX TEXHOJIOTIH;
— Cy4YacHOro IMporpaMHO-anapaTHOro 3abe3nedyeHHs iH(opMaliifHo-
KOMYHIKAI[IHHUX TE€XHOJIOTIH;
— ABTOMAaTH30BaHUX CHCTEM NPOEKTYBaHHS. [IOHATTS Ta NMpUHIMIIN
Teopli aBTOMaTUYHOIO KEpyBaHHS, CHUCTEM aBTOMaTu3alii Ta
KOMIT'FOT€pPHO-1HTEIPOBAHUX TE€XHOJIOT1H;
CUCTEMHM Ta KOMIUIEKCH TEXHIYHOT'O 3aXUCTy 1HQOopMaIlii.
MeTtoan, MeTOAMKH Ta TeXHOJOrii: 3100yBau Mae OBOJIOAITH
MeTofaMu (opraHisamiiHi, TEXHOJIOTIYHI, armapaTHi, MaTeMaTHYHI Ta
QITOPUTMIYHI), MeToAMKaMu  (IPUHIMIIB  MOOYJIOBH  CHCTEM
1H(pOopMaLIHHUX Ta TEeXHIYHUX CHCTEM), iH(popMariiiHO-
KOMYHIKAI[iIWHUMU ~ TEXHOJOTISIMH ~ Ta  IHIIUMH  TEXHOJOTISIMU
3abe3neueHns iHdopmMariiiinoi Ta/ abo kibepOesmeku (HampHKIA,
texHoJorii 3axucty CISCO)
IncrpymenTs Ta obdagHanHs: 3acoOu 3axucTy 1HGOpMaIli AUIATHCS
Ha amapaTHi, IporpamHi, Kpumnrtorpagiddi Ta KomOiHOBaHi. Takum
YMHOM, MOKHA BUAUINTH 3arajibHi IHCTPYMEHTH Ta 00JIalHaHHS:
- CHUCTeMH pPO3pOOKH, 3a0€3MEeUYCHHs, MOHITOPUHTY Ta KOHTPOJIIO
nporieciB iH(opmarliiiHoi Ta/ a60 KibepOe3neKu;
- KOMIT'I0TE€pHA TEXHiKa, Cy4acHe NMporpaMHo-arnapaTHe 3a0e3nedeHHs
iHpOpMAIlIHO-KOMYHIKAIIHHUX TEXHOJIOTIH (CHMCTEeMHI Ta MPUKIAIHI




nporpamMu, U0 MpHU3HA4YeHI A 3axucTy iHdopmarii), mpuiagu Ta
npuctpoi (CHCTEeMH YIpaBIiHHS JOCTYIIOM, BilleOKaMepH, JATYHKH
CBITJIA, IATYUKY PYXY Ta iH.)

OpieHTanis oCBiTHBOI
nporpamm

OcBiTHBO-TIpOdeciiiHa TporpamMa Ma€ MPUKIAJIHY OPIEHTALIIO.
[Iporpama iHTErpye mporpaMHO-anapaTtHi 3aco0M  BUSBICHHS,
MOHITOPUHTY Ta 3a0e3neueHHs 1HPOpMaIliiHOT Oe3MeKH, Cy4acCHUX
iHpopMaLiitHUX TexHOoJIOTiH 3axucty iHdopMmarii B iH(pOpMamiiHO-
KOMYHIKAIIIMHMX CHCTEMax, TEXHOJIOT1H 30€peXeHHS JaHuX B
Kibeprpocropi Ta IHTeNeKTyai3amii byHKii POTUIIT
KiOep3mounHHOCTI. JIMCUMIUTIHM TporpaMu 3acHOBaHI Ha BHUBYCHHI
armapaTHUX, IPOrPaAMHUX, KpUITOTpadiuHuX Ta KOMOIHOBAaHHX 3aco0ax
3axucTy iH(dOopMaIlii; 0cCOOIMBOCTAX HOPMATUBHUX Ta OPraHi3alliiHUX
METOAax 3aXHCTy iH(popMarlii; 3aXUCTy B MEpEeXi IHTEPHET; CUCTeMax
TEXHIYHOTO 3aXUCTy MPUMIIIEHb.

OcHoBHuii gokyc
OCBITHBOI IpOrpamMu Ta
creniaizamnii

Cremianibna  ocita B ramy3i 12 Iudopmariifni  TexHOJOTI],
cneniaapHocTi 125 KiGepbe3neka ta 3axuct iHpopMarlrii

Ocgitas niporpama  «KibepbOe3mneka Ta CHCTEMH TEXHIYHOTO 3aXUCTY»
3100yTTs BUIIOI OCBITU B Tanmy3l iH(QOpPMAaIiHUX TEXHOJIOTiH
cnemianbHOCTI «KibepOesmneka Ta 3axuct iHpopmarii» chokycoBaHa Ha
3/1aTHOCTI OPTraHi30BYBAaTU M MiATPUMYBATH KOMILJIEKC 3aXOiB I0OJ0
3abe3neueHHs iH(opMariiiHOi Oe3meku 3 ypaxyBaHHSIM iXHBOI
OOIpYHTOBAHOCTI, TEXHIYHOI peamizallii, eKOHOMIYHOi JIOIIBHOCTI,
MOJKJIMBHX 30BHIIIHIX BIUIMBIB, IMOBIPHHX 3arpo3 i piBHS PO3BUTKY
TEXHOJIOT1H 3aXucTy iH(popMallii Ta CHCTEM TEXHIYHOTO 3aXUCTY.
KmrowoBi  cmoBa:  iHdopmamiiftHi  TexHousorii,  KibepOe3meka,
aBTOMAaTH3allisl, CHUCTeMa KepyBaHHs, CHCTeMa aBTOMAaTH3aIlii,
KOMIT'IOTEPH30BaHI CHCTEMHU YIIPABIIHHS, MPOILECH KEPyBaHHS,
iH(hOopMaLlIiHO-KOMYHIKalllifHI CHUCT€MH, TPOEKTYBAHHS, CHUCTEMU
TEXHIYHOTO  3aXHUCTYy, KOMII'IOTEpHI  Mepexi, Kpunrorpadisi,
i pyBaHHs, KOJTyBaHHS.

OcobmBocCTi porpamu

[Iporpama mnepenbayae 0OOB’S3KOBOI0O yYMOBOKO  MPOXOHKCHHS
HaBYaJIbHOI Ta BUPOOHMYOT NMPAKTHKH 31 CIEIIaIbHOCTI Ha MepeoBUX
MIJIPUEMCTBAX, 10 EKCIUIyaTYIOTh abo po3poOiiAioTh 1H(POpMaIiiH1
TEXHOJIOTTI, CUCTEMHU TEXHIYHOTO 3aXUCTY iHpopMarii
(Ob6nnmepxanminictpariss M. Juinpo, [emaprameHT 1mdpoBoi
TpaHchopmanii  iHOpMALIMHUX TEXHOJOTIH Ta  eNeKTPOHHOIO
ypsanyBanHs; TOB «KanbplioH [HXXKUHIpUHTY, JenapTaMeHT K10epnoiii
HaIlOHAJIBHOT Mol YKpaiHu Ta iH.). Bci cTymeHTH, 0 HaBYatOThCSI
Ha cnemianbHocTl 125 KibGepOesneka Ta 3axucT iHQOpMaIii MarTh
MOJKJIMBICTh y TPOJIOBK HABYAaHHA 1O OE3KOIITOBHUX JIILEH3IMHUX
Bepciii mporpamHoro 3abesneueHHs (odic 365:Timc, Word, Excel,
PowerPoint, OneDrive, Outlook, ta iH.), mocTym m0 JileH3iHHOTO
MIPOrpaMHOT0 3a0e3neUeHHs 3a MPo(eciHHUM CIIPSIMYBaHHSIM.

OcBiTHs mporpama B paMKax yHIBEPCUTETCHKHUX IMIAMMCAHUX YTOJl 00
€BPOMNENCHKOT HAyKOBO-OCBITHBOI 1HTErpallii Hajae 3MOry MaiOyTHIM
OakanmaBpaM IMPOWTH CTaKyBaHHS 3a KOPJOHOM Ta BKJIIOYaE B cebe
porpamy axkajieMiqHoi MOOUTBHOCTI.

a0 11

4 — IlpuaaTHicTb BUIYCKHUKIB
aleBJAlITYBaHHS TA NOJAJbIIOI0 HABYAHHS

IIpugarnicTs 10
NnpanesJalTyBaHHS

BurmyckHUKE MOXYTh TpallOBaTH Ha TMEPBHHHUX TOcajax 3a
npodecisiMu, BU3HaueHnMHU HailioHambHUM Ki1acudikaTopoM YKpaiHu:
Knacudikarop npodeciit IK 003:2010 (i3 3MiHaMH i JOTIOBHEHHSIMH):




2 [Tpodecionanu

21  TIlpodecionanu B ramy3i Gpi3MIHUX, MATEMATUYHUX Ta TEXHIYHUX
HayK

213  Tlpodecionanu B ramysi 00YUCICHb (KOMI'TOTEpHU3AIlii)

2131 Ilpodecionanu B ramysi 0OUUCIIOBAIBHUX CUCTEM

2131.2 Imxenep 3 iHTerpartii (iHpopmalliiHi TEXHOJIOTT)

2132 TIlpodecionanu B ramysi nporpaMmyBaHHs

2132.2 Po3poOHHMKHN cHUCTEM 3aXUCTy iHpOpMaIii

2132.2 Po3poOHHMK apXiTEKTypH TEXHIYHHUX pimeHb (iHpopmamiiHi
TEXHOJIOT'1)

2139 Ipodecionany B iHIIMX TaTy3s1X 00YUCIICHDb (KOMIT'IOTepHU3aIlii)
2139.2 AnmiHicTpaTop O€3MEKH MEPEX 1 CUCTEM

2139.2 Excnept-kpumiHamicT (cdepa KiOepOe3mekn Ta 3aXUCTy
iHdopmarrii)

2139.2 Ekcnept 3 undpoBoi KpuMiHamicTuku (cdepa kidepOesneku Ta
3axucTy iH(hopmailii)

2139.2 daxiBenp 3 O€3MEKH ENSKTPOHHUX KOMYHIKAIil

2139.2 @axiBeup 3 TMJIaHYBaHHA €(EKTUBHOCTI EJIEKTPOHHHUX
KOMYHIKaIii

2139.2 daxiBenp 3 TEXHIYHOTO 3aXUCTY 1H(OpMaIii

International Standard Classification of Occupations 2008 (ISCO-08):
2529 Security specialist (ICT).

IHoxaapuie HABYAHHSA

Mae mpaBO MPOJOBXKHUTH HABYAHHS Ha JPYyromMy (MaricTepcbKoMy)
PiBHI JUISI OTPUMaHHS OCBITHHOT'O CTYIEHIO MaricTp.

5 — BukJjagaHHs TA OLIHIOBAHHSA

Bukiaaganus ta
HaBYaHHS

CTyZEHTOIICHTPOBaHE  HABYaHHsS,  TEXHOJOTis  MPOOJIIEMHOTO
(mpobnemHO-OpieHTOBaHOTO) 1 AWQEpeHIIHOBAHOIO  HABYaHHS,
TEXHOJIOTis iIHTeHcHiKalii Ta 1HAUBIAyali3allii HABYaHHS, TEXHOJIOT1S
MIPOrpaMOBAaHOrO0 HaBYaHHs, 1H(QOpMalliliHa TEXHOJOrIs, TEXHOJOTISI
PO3BHBAJILHOIO HaBYAHHS, KPEAUTHO-TpaHC(EpHa CHUCTEMa OpraHizanii
HaBYaHH, eJIEKTPOHHE HaBuaHHs B cuctemi Office 365, camonaBuanHs,
HaBYaHHS Ha OCHOBI JIOCITIKEeHb. BCl CTyJeHTH, 110 HaBYAIOThCS HA
cnemianibHocTi 125 KibepOesneka Ta 3axucT iHQoOpmalii MaroTh
MOJKJIMBICTh y TPOJIOBK HABYAaHHSA 10 OE3KOIITOBHUX JIILEH3IMHUX
Bepciii mporpamHoro 3abesneueHHs (odic 365:Timc, Word, Excel,
PowerPoint, OneDrive, Outlook, ta in.), mocTtym 10 MilEH31HHOTO
nporpaMHoro 3adesnedeHHs 3a npodeciitanm cpsimyannsm (CISCO).
BuxnaganHs TOpoBOAMTHCS y BUIIAML: Jekmii ( B TOMYy YHCIHI,
MyJIbTUMEIINHUX Ta IHTEPAKTUBHUX), CEMIHAPIB, MPAKTUYHUX 3aHSTh,
1a0opaTOpHUX POOIT, CAMOCTIHHOTO HaBYaHHS HAa OCHOBI MIJPYYHHUKIB
Ta KOHCIIEKTIB, KOHCYJIbTAIII] 3 BUKJIaIa4aMH.

OuiHBaHHA

Ex3amenu, 3amiku, nudepeHiioBaHi 3alliKu; 3BITH MO0 BUKOHAHHS
J1a00paTOpHUX POOIT 1 MPAKTHK, KyPCOBUX POOIT.

6 — [IporpamMHi KOMIETEHTHOCTI

InTerpanbHa
kommneTeHTHicTH (IK)

3MaTHICTh PO3B’SI3yBaTH CKIJIAJIHI CHEIiali30BaHi 3a7a4di Ta MPaKTHYHI
npobiemMu y rany3i 3abesneucHHs iH(opmariiiHOi Oe3neku 1\abo
Ki0epOe3neKy, Mo XapaKTepU3yeThCs KOMIUIEKCHICTIO Ta HEMOBHOIO
BH3HAYEHICTIO YMOB.

3araabHi
kommneTeHTHOCTI (3K)

Komnemenmnocmi, eusnaueni cmanoapmom euwjoi oceimu™:

3K'1. 3paTHicTh 3aCTOCOBYBATH 3HAHHS y IPAKTUYHUX CUTYaIlisX.
3K 2. 3HaHHS Ta PO3YMIHHSA MPEAMETHOI 00JIacTI Ta PO3YyMIHHS
npodecii.




3K 3. 3pmarHicTb mpodeciitHO CIIKYBaTHCS IEP>KAaBHOIO Ta IHO3EMHOIO
MOBAMH SIK YCHO, TaK 1 MACHMOBO.

3K 4. BmiHHS BUSBIATH, CTaBUTH Ta BHPIIIyBaTH MpOOJIeMH 3a
npodeCiiHUM CIIPSMYBaHHSIM.

3K 5. 3parHicTh 10 momyky, oOpoOiIeHHs Ta aHalizy iH(popMarlii.

3K 6. 3parHicTh peamidyBaTd CBOi mIpaBa 1 OOOB’SI3KM SIK YJICHA
CYCHUIBCTBA, YCBIJOMIIIOBATH LIHHOCTI TI'POMAJASHCHKOTO (BLIHBHOTO
JEMOKPATUYHOTO) CYCIIUICTBA Ta HEOOXITHICTH HWOro CTajoro
PO3BUTKY, BEpXOBEHCTBA IIPaBa, PaB i CBOOO JTIOIUHH 1 TPOMaITHHHA
B YKpaiHi.

3K 7. 3pathicTh 30epiraTu Ta MPUMHOXKYBAaTH MOpaJibHI, KyJIbTYpHI,
HayKOB1 IIIHHOCTI 1 JOCATHEHHsI CYCIIJIbCTBA Ha OCHOBI PO3YMiHHS
icTOpii Ta 3aKOHOMIpPHOCTEH PO3BUTKY MpEeaMETHOI 001acTi, ii Micls y
3arajbHIi CHUCTEMI 3HaHBb MPO MPHUPOIY 1 CYCHUIBCTBO Ta Y PO3BUTKY
CYCHUIBCTBA, TEXHIKMA 1 TEXHOJOTiH, BUKOPUCTOBYBATH Pi3HI BHIU Ta
(dbopMH pyXOBOI aKTHBHOCTI Ui aKTUBHOTO BIJIIOYHMHKY Ta BEICHHS
3JI0POBOT'O CIIOCOOY JKUTTSL.

CueuianbHi (¢paxosi,
npeaMeTHi)
KOMIIETEHTHOCTI
(CK\®K)

Komnemenmnocmi, eusnaueni 3axiadom euujoi oceimu™:.

@K 1. 3naTHiCcTh 3aCTOCOBYBATH 3aKOHOIaBYY T4 HOPMATHBHO-TIPABOBY
0a3y, a TaKOX JepKaBHI Ta M>KHAPOJIHI BUMOTH, IPAKTUKHU 1 CTAaHAAPTH
3 METOI0 3AiiicHeHHs podeciiiHol MisTBPHOCTI B ramy3i iHdopMaIiifHo1
Ta/abo0 KibepOe3neKu.

@K 2. 3parHiCTh 10 BHKOPUCTAHHS 1H(GOpPMAIiHHO-KOMYHIKAIlIHHAX
TEXHOJIOT1H, CydacHUX METOAIB 1 Mojened iHdopMaliiiHoT Oe3neKu
Ta/abo kibepOe3mnexu.

@K 3. 3parHICTh 10 BUKOPUCTAHHS MPOrPaMHUX Ta IPOrpPaMHO-
armapaTHUX KOMIUIEKCIB 3ac00iB 3axucTy iHdopMarii B iHpopmMariitHo-
TEJIEKOMYHIKalliiHUX (aBTOMaTH30BaHHUX) CHCTEMax.

O®OK 4. 3parnicTh 3a0e3leyyBaTH HEMEPEPBHICTh OI3HECY 3TiTHO
BCTaHOBJICHOI NMOJIITUKHY 1HPOpMaLiitHOT Ta/ab0 KibepOe3neKu.

@®K 5. 3naTHicTh 3a0e3neuyBaTH 3aXUCT 1HPOpMaIlii, 110 00pOOIAETHCS
B iH(OpMaLifHO-TEIeKOMYHIKaIIHHUX (ABTOMAaTU30BaHUX) CHUCTEMAaX 3
METOI0 peaiizaiii BCTAHOBJEHOI MOMITHKM 1H(OpMaIliiiHoi Ta/abo
Ki0epOe3nexu.

®K 6. 3parHiCTh  BIJHOBIIOBAaTH  IITaTHE  (PYHKLIOHYBAHHS
iHpopMmaniiHuX, 1H(oOpMaliiiHO-TeIeKOMYHIKAallIMHUX  (aBTOMaTH-
30BaHUX) CUCTEM IICIs peani3allii 3arpo3, 311iicHeHHs Kidepartak, 3001B
Ta BiIMOB Pi3HUX KJIACiB Ta TOXOXKEHHS.

®K 7. 3naTHICTh BIPOBaKyBaTH Ta 3a0e3neuyBaTH (PyHKIIOHYBAHHS
KOMIUIEKCHUX CHUCTEM 3axXHUCTy iH(popmalii (KOMIUIEKCH HOPMATUBHO-
MPaBOBUX, OPTaHi3alllfHUX Ta TEXHIYHUX 3aC001B 1 METO/IIB, IPOIIEAYD,
MPAKTUYHHUX MPUIOMIB Ta iH.)

OK 8. 3naTHicTh 3/1IICHIOBATH MPOIEAYypU YIPaBIiHHS 1HIMIAEHTaMHU,
MIPOBOJIUTH PO3CIIIyBaHHS, HaJIaBaTH iM OLIIHKY.

OK 9. 3parHicTe 37iiicHIOBaTH MpodeciiiHy IisSUIbHICTH Ha OCHOBI
BIIPOBA/PKEHOI ~ CUCTEeMM  YNpaBiiHHA  iHQoOpMamiiiHolo  Ta/abo
Ki0epbe3neKoro.

@K 10. 3pmarHicTh 3acTOCOBYBaTH METOIM Ta 3acO0M KPHITO-
rpadiyHOr0 Ta TEXHIYHOro 3axucTy I1HQopmamii Ha 00’eKTax
iH(popMaliiHO1 TisSTBHOCTI.

OK 11. 3paTHiCTP BHUKOHYBAaTH MOHITOPUHI MpPOLECIB (YHKIIOHY-
BaHHs iHpopMaLiiHuX, iHpOpMaLiHHO-TEIeKOMYHIKaIlIHHIX
(aBTOMATM30BaHMX) CHUCTEM  3TiAHO  BCTAHOBJICHOI  TOJIITHUKH
iHpopMariiiHoi Ta/abo KibepOe3neKky.




@K 12. 3paTHiCTh aHaNi3yBaTH, BUSBISATH Ta OLIHIOBATH MOMJIHUBI
3arpo3u, ypa3jiMBOCTI Ta JAecTabUI3yr04l YMHHUKH 1H(OpMaIiiHOMY
npocTopy Ta iHGOpMaLiHHUM pecypcaM 3TiTHO 3 BCTaHOBJICHOIO
MOTITHKOIO 1H(OpMaIIiifHOT Ta/ab0 KibepOe3neKH.

@K 13. 3parHicTh 3aCTOCOBYBAaTH 3HAaHHS 3 3arajibHOi (i3uKH,
CXEMOTEXHIKH, €JICKTPOHIKH 1 MIKpOIPOIIECOPHOI TEXHIKH, B 00Cs31,
HEOOX1THOMY JUISl pO3yMiHHS IIPOLECIB B CUCTEMAX TEXHIYHOTO 3aXUCTY

iHdopmarrii.
@K 14. 3parHicTh NPOBOIUTH aHANI3 CKJIAJOBUX IMOXHOKH 3a iX
CYTTEBUMU O3HAKaMH, orepyBaTH CKJIaJOBUMHU MOXHUOKH/

HEBU3HAYEHOCTI Yy BIAMOBIZHOCTI 3 MOJAEISMH BHUMIpIOBaHHS,
3aCTOCOBYBAaTH CTAaHJAPTHI METOJU PO3PaXyHKY MPU KOHCTPYIHOBaHHI
MOJTyJIiB, IeTalieii Ta By3JIiB IPUCTPOIB Ta 3aC00IB TEXHIYHOTO 3aXUCTY
iHdopmartii Ta iX 00UHCIIOBATFHUX KOMIIOHEHT 1 MOIYJIiB, BUKOHYBATH
TEXHIYHI omepanii mpu BHUNPOOYBaHHI, MOBIPI, KaliOpyBaHHI Ta
3MIMCHIOBATH TEXHIYHI 3aX0JM 13 3a0€3MeUeHHs METPOJIOTidyHOT
MIPOCTEKYBAHOCTI, MPABHILHOCTI, MOBTOPIOBAHOCTI Ta
BIJITBOPIOBAHOCTI  pE3yNbTAaTiB BUMIPIOBaHb 1 BHUMIPOOYBaHb 3a
MDKHApOJIHUMH CTaHIapTaMHU.

O®K 15. Bononiti 3HaHHSIMH HOBITHIX TEXHOJIOTIH Yy mpodeciiiHii
rajmysi, 30KpeMa, MPOEKTYBaHHS CHCTEM TEXHIYHOTO 3aXUCTY
iH(popmarii, 300py maHUX Ta iX apxiByBaHHS Ais ¢opMyBaHHS Oaszu
JaHUX TapaMeTpiB MpoIecy Ta iX Bi3yamizallii 3a JOIOMOTO 3ac00iB
JIOIUHO-MAIIMHHOTO iHTepdency.

@K 16. Bonogit MeTomamu Ta 3acobamu Oe3reku iH(opmariitHo-
KOMYHIKAI[IHHUX TEXHOJOTiH, iH(GOpMaliHHUX CHCTEM, CHCTEM
TEXHIYHOTO 3aXUCTY, B TOMY YHCIIi XMaPHHUX TEXHOJIOTIH.

OK 17. 3naTHicTh po3po0isaTH (PYHKIIOHATBHI Ta CTPYKTYPHI CXEMH,
OoprasizaiiiiHi TexHojorii Ta 1HpOpMaliliHI CTPYKTYpU CHCTEM
TEXHIYHOTO 3axucCTy iH(opmarii, po3poOisITH MeToau Ta 3aco0u
TEXHIYHOTO 3aXUCTY 1H(OpMaIrii.

7 — Ilporpamui pe3y/JibTaTH HABYAHHSA

Pesynomamu nasuanmus, susnaueni 3akniadom suwjoi oceimu™:

ITP 01.3acTocoByBaTH 3HAaHHS JEpXKABHOI TAa IHO3EMHHUX MOB 3 METOIO 3a0e3eueHHs e(eKTUBHOCTI
npodeciiHoi KOMYHIKAIIIT;

ITP 02.OpranizoByBaTH BiacHy NnpogeciiiHy AisabHICTb, OOMpaTH ONTUMAaJIbHI METOJIU Ta CIIOCOOH
pPO3B’SI3yBaHHS CKJIAQHUX CIIELIAai30BaHUX 3ajJad Ta MPaKTUYHUX Mpobiem y mnpodeciiiHii
TiSUTBHOCTI, OI[IHIOBATH iXHIO €()EKTUBHICTB;

ITP 03.BukopucToBYBaTH pe3yJIbTaTH CAMOCTIMHOTO TOIIYKY, aHATI3y Ta CHHTE3y iH(opMmarii 3
PI3HUX JpKepen Ui e(eKTUBHOIO PILIEHHS Celiali30BaHuX 3aa4d NpoQeciiHoi JisSIbHOCTI;

[P 04.AmnanizyBaTtu, apryMeHTyBaTd, NpUHAMATH pIMIEHHS TPH PO3B’sI3aHHI  CKIIAJIHUX
Creniai30BaHuX 3a/lau Ta MPaKTHYHUX MPobeM y npodeciitHiil TisIbHOCTI, K1 XapaKTepU3yIOThCA
KOMIUIEKCHICTIO Ta HETTOBHOIO BU3HAYEHICTIO YMOB, BI/IMOBIATH 3a MPUHHATI PILICHHS;

I1P 05.AnantyBaTucs B yMOBax 4acTOi 3MIHM TEXHOJIOTIH MpodeciiHoi MisUIbHOCTI, MPOTHO3YBaTH
KIHIIEBUI pe3ynbTarT;

[P 06.KpuTHYHO OCMHUCIIOBAaTH OCHOBHI TeOpii, MPUHLMIHN, METOAM 1 MOHATTA Y HaBYaHHI Ta
npodeciiHii TIsITEHOCTI;

ITP 07./lissTv HAa OCHOB1 3aKOHO/1aBYO1 Ta HOPMATHUBHO-MIPABOBOI 0a3u YKpaiHU Ta BUMOT BiMIOBITHUX
CTaHJapTiB, Y TOMY YHUCJI MI)KHAPOJHUX B rairy3i iHpopMaliitHoi Ta /abo kidepOe3nexu;

ITP 08.I'oTyBaTH MpOMO3HULii 10 * HOPMAaTUBHUX aKTIiB 1100 3abe3neyueHHs iHpopmauiiHoi Ta /abo
KibepOe3nexu;

ITP 09.BnpoBamkyBaTH MpoILecH, M0 0a3yIOThCS Ha HaIlIOHAIBHUX Ta MDKHAPOIHUX CTaHAApTaXx,
BUSBIICHHS, 1leHTU(IKalii, aHali3y Ta pearyBaHHs Ha IHIMAEHTH i1HQoOpMaliiiHoi Ta/abo
Kibepbe3nexu




ITP 10.BukoHyBaTH aHami3 Ta JEKOMIIO3UIIII0 iH()OPMAIIIIfHO-TEIIEKOMYHIKAI[IHHUX CUCTEM;

I[IP 11.BuxkonyBatm aHami3 3B’SA3KiB MK 1HGOpMAIIHHUMHU TIpOIlECAaMH Ha  BIIJAJICHHUX
O0OYHCITIOBAIBHUX CUCTEMAX;

ITP 12.Po3po0msatu Moiei 3arpo3 Ta MOPYIIHHUKA;

[P 13.AnanmizyBaT TpPOEKTH iH(GOPMALIHHO-TEIEKOMYHIKAIlIHHIUX CHUCTeM 0a3ylo4nch Ha
CTaHJAPTHU30BAHUX TEXHOJIOTISAX Ta MPOTOKOJIAX Mepeadl JaHNX;

[1P 14.BupinryBaTu 3aBiaHHs 3aXUCTY MporpaM Ta indopmariii, mo o6podiseTses B iHHopMalliitHo-
TEJIEKOMYHIKAlIHHUX  CHUCTEMax IpOorpaMHO-allapaTHUMHU  3aco0aMu  Ta  J1aBaTM  OLIHKY
Pe3yabTATUBHOCTI SKOCTI IPUHHATHX PIIICHB;

I[IP  15.BukopucToByBaTHM Cy4acHe IporpaMHO-amaparHe 3abe3nedeHHs  iHopMarliiiHo-
KOMYHIKAI[IHHUX TEXHOJIOT1H;

ITP 16.PeanizoByBaTH KOMIUIEKCHI CHCTEMH 3aXUCTy iHpopMalii B aBTomaTu30BaHuX cuctemax (AC)
opranizauii (manpueMcTBa) BiIMOBIIHO JO BUMOT HOPMAaTHBHO-TIPAaBOBHX JIOKYMEHTIB;

ITP 17.3a06e3nevyBaTu MpoOIECH 3aXUCTy Ta (YHKIIIOHYBaHHs 1H(OPMAIIIHHO TEICKOMYHIKAIlIHHUX
(aBTOMaTHU30BaHMX ) CHCTEM Ha OCHOBI IIPAKTHK, HABUYOK Ta 3HAHB, I10/I0 CTPYKTYPHUX (CTPYKTYPHO-
JIOTIYHUX) CXEM, TOMOJIOTil MEpexi, Cy4yaCHMX apXITEKTyp Ta MoZeNeill 3aXHCTy eNeKTPOHHHUX
iHpopMaLiifHuX pecypciB 3 BiZOOpakKeHHSIM B3a€MO3B’SI3KiB Ta iHPOPMALIHHIX MOTOKIB, MPOIIECIB
JUISL BHYTPILIHIX 1 BIAJJAIEHUX KOMIIOHEHT;

[1P 18.BuxopucToByBaTH MPOrpamMHi Ta MPOrpaMHO-aapaTHi KOMILIEKCH 3aXUCTy iH(QOpMaIiitHuX
pecypciB;

[P 19.3acTocoByBaTH Teopii Ta METOAM 3axUCTy s 3a0e3medeHHs Oe3neku iHpopmamii B
iH(pOopMaLiHHO-TETIEKOMYHIKAIIIHHUX CUCTEMaX;

ITP 20.3a6e3neuyBatu QyHKIIOHYBAaHHS CHELiaJbHOTO MIPOrPAMHOTO 3a0e3MeueHHs], 010 3aXUCTy
iHdopManii Bim pYHHYIOUMX @POrpaMHUX BIUIMBIB, PYHHYIOUMX KOAIB B iH(pOpMaliiiHO-
TEJICKOMYHIKAIIIMHAX CHCTEMaX;

[IP 21.BupimyBatu 3amaui 3abe3medeHHs Ta CYOpoBOAY (B.T. YHUCHi: OIJIA[, TECTyBaHHS,
MiA3BITHICTD) CHUCTEMH YIPABIIHHSA JIOCTYIIOM 3TiIHO BCTaHOBJIECHOI NOJITHKH O€3leKH B
iH(popMaLiiHUX Ta iH(HOPMaLIIHHO TeIEKOMYHIKAIITHIX (aBTOMAaTU30BaHUX ) CUCTEMAX;

[1P 22.BupimyBatu 3a1adi ynpasJiHHS IpoueAypaMu i11eHTUdikaiii, aBTeHTHdiKallii, aBTopu3anii
IPOIECIB 1 KOPUCTYBauiB B 1H(GOPMAIIHHO TEJIEKOMYHIKAI[IfHUX CHUCTeMax 3TiJHO BCTaHOBJIEHOI
noJIiTHKH iH(opMartiitHoi i\abo kibepOe3neku;

[P 23.PeanmizoByBaTu 3axoAud 3 NPOTHUIIl OTPUMAHHIO HECAHKI[IOHOBAHOTO JAOCTYMY [0
1H(popMaLIHHUX pecypciB 1 MpoleciB B 1HPOpMAIIHHUX Ta 1HPOpPMALIHO-TEIEKOMYHIKALIMHUX
(aBTOMAaTH30BaHMX) CUCTEMAX;

[P 24 BupimyBaTu 3aiaul yHnpaBiiHHS JOCTYHOM J0 iH(OpMaliiHHUX pecypciB Ta IpOILECIB B
iHpopManiiHuX Ta iH(QOpMaIiHO-TeNEKOMYHIKAI[IHHUX aBTOMaTH30BaHUX) CUCTEMax Ha OCHOBI
MoOJIeIe yIpaBIliHHA JOCTYNOM (MaHIaTHUX, JUCKPELIHHUX, POJbOBUX);

[P 25.3a6Ge3neuyBaTy BBEIEHHS MiA3BITHOCTI CUCTEMH YIPaBIIHHSA JIOCTYIIOM J0 €JIEKTPOHHUX
iH(popMaLIHHUX pecypciB 1 mporeciB B  1HGOpMaLiHHUX Ta 1HPOPMaLINHO-TEIEKOMYHIKAIMHUX
(aBTOMAaTHM30BaHMX) CHCTEMaxX 3 BUKOPUCTAHHSAM KYpPHAJIB peecTpamii Mmoxid, iX aHamizy Ta
BCTaHOBJICHUX MPOLEAYP 3aXHCTY;

1P 26.BnpoBamkyBaTH 3aX0/14 Ta 3a0€3MeUyBaTH peatizallito IpoleciB MoNnepePKeHHs OTPUMAaHHIO
HECaHKIIOHOBAHOTO JOCTYMy 1 3axucTy iHGOpMaliiHuX, 1HQOpMAIiITHO-TeIeKOMYHIKallIHHUX
(aBTOMATH30BaHMX ) CUCTEM Ha OCHOBI €TaJJOHHOI MOJIENI B3a€EMO/Ii1 BIIKPUTUX CUCTEM;

[P 27.BupimyBatu 3ajmaui 3axMCTy TOTOKIB JaHMX B iH(pOpMauidHUX, iH(opMaliiiHo-
TEJIeKOMYHIKalIHUX (aBTOMaTHU30BaHUX) CUCTEMAX;

[1P 28.AnanizyBaTu Ta MPOBOAUTH OLIHKY €(pEKTUBHOCTI Ta PIBHA 3aXHUIIEHOCTI PECypCiB pi3HUX
KJIaciB B 1H(GOpMaliiHUX Ta 1HGOPMaIIHHO TEIEKOMYHIKAI[IHHUX (aBTOMaTH30BaHUX) CUCTEMAax B
XOMi TPOBEIEHHS BHIPOOYBaHb 3TiIHO BCTAaHOBJIEHOI MONITHKHM iH(popMauiiiHoi Ta\abo
KibepOesnexu;

[P 29.3nilicHIOBaTH OLIHIOBAaHHS MOXIJIMBOCTI peanizallii MOTeHI[iHUX 3arpo3 iHdopMarlii, 1o
0o0pobuisieTbes B 1HQOPMAIIIITHO-TEIEKOMYHIKALIHHUX CUCTEMaX Ta €(pEKTUBHOCTI BUKOPUCTAHHS
KOMILJIEKCIB 3aC001B 3aXHMCTy B YMOBAX peaiszallii 3arpo3 pi3sHUX KJIaciB;




[P 30. 3niiicHIOBaTH OLIIHIOBAHHS MOXKJIMBOCTI HECAHKI[IOHOBAHOTO [OCTYIy IO €JIEMEHTIB
1H(OpMaIIHHO-TEIEKOMYHIKAIlIHHUX CUCTEM;

ITP 31.3actocoByBatu Teopii Ta METOAM 3aXHCTy s 3abe3meueHHs Oe3MeKH eIEeMEHTIB
iH(OpMaIIHHO-TEIIEKOMYHIKAIlIHHUX CUCTEM;

[P 32.BupimryBaTi 3a4a4i YOpaBiiHHS TMPOLIECAMH BiJHOBIICHHS IITATHOTO (DYHKI[IOHYBaHHS
iH(OpMaIIHHO-TEIICKOMYHIKAIlIMHUX CHCTEM 3 BHKOPHCTAHHSIM IPOIEAYP pPE3EpBYBaHHS 3T1IHO
BCTAHOBJICHOI ITOJITUKU OC3ICKH;

ITP 33.BupimyBatu 3amadi 3a0e3neueHHs Oe3lepepBHOCTI Oi3HEC MPOIECiB opraHizaiii Ha OCHOBI
Teopii pU3HUKIB;

ITP 34.IlpuiiMatu y4acTh y po3poOlli Ta BIPOBAIKEHHI cTpaTerii iHpopmaliiiHoi Oe3neku Ta/abo
KiOepOe3neKu BiAMOBiAHO 70 IIiJIeH 1 3aB1aHb OpraHizarii;

[TP 35.BupimryBaTtu 3aa4i 3a0e3ne4eHHs Ta CyIMPOBOy KOMIUICKCHUX CHCTEM 3aXHCTY 1H(opMartii,
a TaKoX NPOTHUIIl HECaHKLIOHOBAHOMY JIOCTYNY A0 iH(pOpMAamiifHUX pecypciB 1 MpoIeciB B
iHpopmaniiHuxX Ta 1H(QOpPMAIIHHO TEIeKOMYHIKAIlIHHUX (aBTOMATU30BaHUX) CHUCTEMax 3T1HO
BCTAHOBJICHOT MOJITHKH iH(OpMariiiHoi 1\abo kibepOe3neky;

I1P 36.BusaBnsatu HeOe3MeuHi CUTHAIM TEXHIYHUX 3ac00iB;

[1P 37.BumiproBaTi mapaMeTpy HeOE3NMeYHUX Ta 3aBaJO0BUX CUTHAIIB ITiff YaC IHCTPYMEHTAIBHOTO
KOHTPOJIO MpOIeciB 3axucTy iH(opmanii Ta BU3HA4YaTH €(EKTUBHICTb 3aXUCTY iH(opMaIii Bif
BUTOKY TEXHIYHUMH KaHAJIaMH BiJIIOBITHO /O BAMOT HOPMAaTHBHUX JIOKYMEHTIB CUCTEMH TEXHIYHOTO
3axuCTy iH(popMallii;

[P 38.InTepmperyBaT pe3yibTaTH TPOBEICHHS CICI[iaIbHUX BUMIPIOBaHb 3 BHKOPHCTAHHIM
TEXHIYHUX 3ac00iB, KOHTPOIIO XapaKTEPUCTHK 1H(OPMAIIIHO-TEIEKOMYHIKAIIHHUX CHCTEM
BiJITIOBiTHO IO BUMOT' HOPMATHBHUX JOKYMEHTIB CHCTEMHU TEXHIYHOTO 3aXHUCTy iH(opMarlii;

ITP 39.IIpoBoauTH aTecTallito (CIUPArYUCh Ha OOJIIK Ta OOCTEIKEHHS) PSKUMHUX TEPUTOPIH (30H),
IPUMIIICHb TOIIO B yYMOBaX JOJEPXKaHHS PEXHMY CEKPETHOCTI i3 (piKCyBaHHSM pe3yJbTaTiB y
BIJIMOBIAHUX JOKYMEHTAX;

[P 40.IaTepniperyBaT pe3yibTaTH TPOBEICHHS CIEI[iaIbHUX BUMIPIOBaHb 3 BHKOPHCTAHHIM
TEeXHIYHUX 3aC001B, KOHTPOItO XapakTepucTuk ITC BiAMOBIAHO 10 BUMOT HOPMATUBHHUX JOKYMEHTIB
CUCTEMHM TE€XHIYHOTO 3aXUCTY 1H(pOopMarlii;

1P 41.3a6e3neuyBaTu HENEPEPBHICTh MPOLIECY BEJICHH KypHAIIB peecTpallii Noaii Ta iHIUIEHTIB
Ha OCHOBI aBTOMaTH30BaHUX IMPOIENYP;

I1P 42.BnpoBa/pkyBaTi poIecH BUSBIIECHHS, 1IeHTU(IKALl, aHAII3y Ta pearyBaHHs Ha IHIUJECHTH
iHdopmarriiiHoi, i/abo kibepOe3neku;

1P 43.3acTocoByBaTH HalliOHaJIbHI Ta MDKHAPO/IHI pETyJII0I0Ui akTH B cepi iHpopMaliiitHOi Ge3neKu
Ta/ ab0 K10epOe3meKu ISl PO3CIIiIyBaHHS 1HIUICHTIB;

I1P 44 BupimryBatu 3afaui 3a0e3nedeHHst Oe3nepepBHOCTI Oi3HEC-TIPOLECiB opraHizallii Ha OCHOBI
Teopii PU3MKIB Ta BCTAHOBJIEHOI CUCTEMM YIpaBIiHHA 1H(OpMaIiiiHOI O0e3neKor, 3TiTHO 3
BITYM3HSAHUMU Ta MIXKHAPOJHUMU BUMOT'aMHU Ta CTaHIApTaMH; .

ITP 45.3acTocoByBatu pi3HI KJacu MOJITUK iH(MOpMalliiiHoi Oe3meku Ta/ abo KiGepOe3neku, 110
0a3yI0ThCsl Ha PU3HK-OPIEHTOBAHOMY KOHTPOJII JOCTYMY 10 iHPOPMaLiHIX aKTHBIB;

[P 46.3nmiiicHioBaTi aHami3 Ta MiHIMI3AIlI0O PU3UKIB 0O0poOKM iHGopMalii B iHGOpMaIliitHO-
TEJIEKOMYHIKaIliHUX CUCTEMaXx;

I[IP 47 BupimyBatu 3amadi  3axucTy 1Hpopmalii, 0o o0pobiserscs B iH(opmaiiifHo-
TEJEKOMYHIKAlIMHUX CUCTeMax 3 BUKOPUCTAHHSAM Cy4YaCHUX METO/IB Ta 3ac001B KpunTorpagiyHoro
3axHcTy iH(hopMarlii;

I[IP 48.BukoHyBaTu BIpOBa/KEHHS Ta MIATPUMKY CHUCTEM BUSBIEHHS BTOPTHEHb Ta
BUKOPHUCTOBYBaTH KOMIIOHEHTH KPUIITOrpadivyHOro 3aXUCTY JUIs 3a0e3MedeHHs] He0OX1THOTO PiBHS
3aXUIIEHOCT] iHpopMaIllii B iHpOopMaliHO-TEIEKOMYHIKAIMHUX CHCTEMaX;

1P 49.3a0e3neuyBaTy HaJleXKHE (YHKIIOHYBAHHS CUCTEMU MOHITOPUHTY iH(pOpMaLiifHUX pecypciB i
MPOIIeCiB B IHPOPMAIIIHHO-TEICKOMYHIKAIIMHIX CHCTEMAX;

[P 50.3a0Ge3neuyBatv (YHKLUIOHYBAaHHS NPOrPaMHUX Ta MPOTrpaMHO-arapaTHUX KOMIUIEKCIB
BUSBIIEHHS BTOPTHEHb PI3HHUX PIBHIB Ta KjaciB (CTaTUCTUYHHUX, CUTHATYPHUX, CTaTHCTUYHO-
CUTHAaTypHUX);




[P S1.IlinTpumyBaTH mpane3laTHICTh Ta 3a0e3nedyBaTd KOH(IrypyBaHHS CHCTEM BHSBICHHS
BTOPTHEHb B 1H(QOPMAIITHO-TEIEKOMYHIKAI[IHHUX CHCTeMaXx;

[P 52.BukopucTOBYBaTH I1HCTpYMEHTapiii JUIsi MOHITOPHHTY TMpOLECiB B iH(OpMaLiiHO-
TEJIEKOMYHIKAI[IHHUX CHUCTeMaXx;

1P 53.BupimryBatu 3a1a4i aHaJi3y NpOrpaMHOro KOy Ha HasiBHICTh MOKIIUBUX 3arpo3.

[P 54.YcBimomiroBaTu MIHHOCTI TPOMAJSHCHKOTO (BIIBHOTO JIE€MOKPATHYHOTO) CYCHIJIbCTBA Ta
HEOOXIHICTh HOTO CTAJNIOTO PO3BUTKY, BEPXOBEHCTBA IPaBa, MpaB i CBOOO JIIOAMHH 1 TpOMaITHUHA
B YKkpaiHi.

[TP 55. BMiTH BUKOPUCTOBYBATH y BUPOOHMYIH 1 COmianbHIN AisuIbHOCTI (hyHJaMEHTAIbHI OHATTS 1
KaTeropii Aep>KaBOTBOPEHHS Uil OOIPYHTYBAaHHS BJIACHHUX CBITOTJIIIHMX MO3MIIN Ta MONITHYHHX
MEPEeKOHaHb 3 YpaxXyBaHHIM IPOIECIB COIIaTbHO-NOMITHYHOI icTOpii YKpaiHu, mpaBoBHX 3acaj Ta
eTUYHUX HOPM, BMITH BUKOPUCTOBYBATH Pi3Hi BUAM Ta (JOPMH PyXOBOi aKTHBHOCTI IJIsi aKTHBHOTO
BIJIMIOYMHKY Ta BEACHHS 3/J0POBOTO CIIOCOOY KUTTH.

ITP 56. BmiTu 3acTOoCOBYBaTH 3HAHHS 3 OXOPOHU Mpalll B raixy3i mpodeciiiHoi TisIbHOCTI, OCHOBHI
3aX0JH TMOKEXHOI NMPO(DITAKTHKH Ha Taly3eBUX 00’€KTax, CUCTEM YIPAaBIiHHSI OXOPOHHU Mpari B
raiysi, oprasizaiii pooo4ux MicIib.

[1P 57. 3natu niHiiiHY Ta BEKTOpHY anredpy, AuQepeHiiaabHe Ta iHTerpajbHe YUCIeHHS, QyHKIT
0araThboX 3MIHHUX, QYHKIIIOHATBHI psSAM, AudepeHIianbHi piBHIHHS 1T QYHKIT OJHieT Ta 0araTbox
3MIHHUX, OINEpaliiHe YUCIECHHS, TeOpito (YHKIIi KOMIUIEKCHOI 3MiHHOI, TEOpit0 IMOBIpHOCTEH Ta
MaTeMaTHYHy CTaTUCTHKY, TEOPil0 BUMIAAKOBUX MPOIIECIB B 00Cs31, HEOOX1THOMY /JIsi KOPUCTYBaHHS
MaTeMaTHYHUM amapaToM Ta METOJaMH y Taiy3i iH(GOpMamiifHUX TEXHOJOTiH; 3HaTH (i3HKYy,
€JIEKTPOTEXHIKY, €IEKTPOHIKY Ta CXEMOTEXHIKY 1 MIKPOIIPOIIECOPHY TEXHIKY Ha piBHi, HEOOX1AHOMY
JUIs1 pO3B’sI3aHHS TUIIOBHX 3a/1a4 1 Mpo0OJIeM aBTOMaTH3aIlil.

8 — PecypcHe 3a0e3meueHHs peaJtizallii nporpamMmu

Kanpose 3a6e3neyennst KanpoBe 3abe3meueHHs BiAmoBinae ynHHUM JIiEH31HHUM yMOBaM
MPOBA/KEHHSI OCBITHBOI NISTTBHOCTI y chepi BUIIOT OCBITH Ta 0a3yeThCs
Ha HACTYIHUX NPUHIAIIAX:

- BIJIOBIIHOCTI HAyKOBHX CIHCIIAIILHOCTEH HAYKOBO-TIEIArOT19HUX
MpalliBHUKIB OCBITHIM raiy3i 3HaHb Ta CHELialbHOCTI;

- 00OB’A3KOBOCTI Ta MEPIOAMYHOCTI IMPOXOPKEHHS CTaKyBaHHA 1
MiBUIICHHS KBamiQikallii BUKIaaayis;

- MOHITOPUHTY PpIBHS HayKOBOI aKTHMBHOCTI HAayKOBO-TIEarOTi4yHHUX
MpaIliBHUKIB;

- BIIPOBA/KEHHS PE3yJIbTATIB CTaKyBaHHS Ta HAYKOBOI JISJIBHOCTI y
OCBITHII1 mpo1iec.

MartepianbHo-TexHiuHe | MarepiadbHO-TeXHIUHE 3a0€3MEeUeHHs HaBYAJIbHUX MPUMIIIEHb Ta
3a0e3ne4yeHHsA corianbHa IHQpaCcTPyKTypa YHIBEPCUTETY B IOBHOMY 00CSI31 BiIIOBI A€
yuHHUM ~ JlineH3iiHuM  ymoBamM. B OCBiTHbOMY  mporieci
BUKOPUCTOBYETHCSI  JIUII  TPOBEJACHHS  JICKIIH  MYJIBTHMEIiHHE
oOJjafHaHHs, JUIS MPAKTHYHUX Ta JTAOOPATOPHHUX 3aHATH OOJaTHAHHS
nmabopaTtopiil 1 cremiani3oBaHUX KaOIHETIB, a TaK0X KOMIT IOTEPHHUX

nabopaTopiii
Indopmaniiine Ta [ndopmariiitHe 3a6e3nedeHHsT OCBITHBOI TISUIBHOCTI y JIHIIPOBCEKOMY
HABYAJbHO-METOJHYHEe | HalllOHAJbHOMY YHiBepcuTeTi imeHi Omnecsi ['oHuapa peani3yeThbces
3a0e3neveHHs yepe3 010:110TedHHi GOH] Ta BUKOPUCTAHHS CYYaCHUX KOMIT IOTEPHUX

iH(pOpMalLifHUX TEXHOJOT1H.

VYHiBepcuTEeT Mae BIacHMI BeO-caiiT 3a aapecoro http://dnu.dp.ua, me
po3MileHO iHpopMaliiHe Ta HaBYAIbHO-METOJUUHE 3a0e31eYeHHS.
[ndopmariiitHe 3a6e3nedeHHs IPYHTYETHCSI HA BUKOPUCTaHHI PECYpCiB:
3arajibHO YHIBEPCUTETCHKUX Ta KadeapaabHUX O0i0JioTek, Mepexi
Internet 3 BUIBHMM JOCTYTNOM, KOJIEKIIH II(GPOBOTO PEMO3UTOPIIO.
HaBuanbHO-MeTo1M4HE 3a0€311eYeHHs] 3aCHOBAHO Ha PO3POOJICHUX ISt
KO)KHOT JUCHUIUTIHKM ~ pOoOOYMX HABYAJIBHHUX IIPOTpaMax, a TaKOK
nporpamMax NpPakTUYHOI MiJATOTOBKH 3a CHelialbHICTIO. B HasBHOCTI



http://dnu.dp.ua/

3aBIaHHS U1 CaMOCTiIHHOI  poOOTH  CTYAEHTIB, METOIMYHI
peKoMeHallii 11 BUKOHAHHS KYPCOBUX POOIT (MPOEKTIB), 3aBIaHHS
JUIs1 IPOBEIEHHS KOHTPOJIbHUX POOIT.

Kpurepii ormiHtoBaHHS 3HaHb Ta BMIHb CTYACHTIB pO3p0OJEHO IS
MIOTOYHOTO Ta CEMECTPOBOTO KOHTPOJIIO 3 KOXKHOT TUCITUILITIHH.

9 — AkageMiuyHa MOOILIBHICTD

HauionaibHa kpeguTHa
MOOLIBHICTH

Ha ocHOBi IBOCTOPOHHIX 0TOBOPiB MiXk JIHIMPOBCHKUM HaIllOHATBHUM
yHiBepcuTeToM iMeHi Omecs ['oHuapa Ta 3akiajgamMu BUIIOI OCBITH
Ykpainu.

Mi:kHapoaHa KpeauTHA
MOOLJIBHICTEH

Ha ocnoBi nBocTroponHix noroBopiB Mk JHY Ta nHaB4aimbHHUMH
3aKJIaJlaMu KpaiH-IapTHepiB

HaBuyanusg inozeMHHuX
3100yBa4iB BUIIOL
OCBITH

MosxnuBe, 32 YMOBH BUBUYEHHSI KypCYy YKpaiHCbKOI MOBU




2. Ilepenik KOMNOHEHT OCBiTHbO-mMpodeciiiHOI MporpamMu Ta iX JOriyHa
MOCJII0BHICTH

2.1. Ilepenik komnoneHT OI1

240 xkpeautiB EKTC, Tepmin HaBuanHs 3 poku 10 micsauis

Kon v/n KommoHeHTH 0CcBITHBOI IporpaMu Kinbkicts ®opma [locainoBHicTh
(HaBYaNBHI JUCLUUIUTIHHU, KypCOBI IPOEKTH KpEeIuTiB MiCyMKOBOTO BHUBYEHHS,
(pobotH), mpakTHKH, KBaJi(ikaIliina KOHTPOITIO ceMecTp
poboTa)
1 2 3 4 5
00608°a3K06i KOMnoHeHmu:
I Ilmxa 3arajJbHOI MiATOTOBKH
OK 1.1 | di3nuvHa KynbTypa N03aKpeOUmHda 3K 1,2,3,4,5
OK 1.2 | Icropis Ta kynbTypa YKpaiHu 5,0 3aJIiK 1
OK 13 Besneka KUTTEAISUIBHOCTI Ta UBIJIBHUI 4,0 sartix 5
3aXHCT
OK 1.4 | dinocodis 3,0 eK3aMCeH 3
OK 15 VYxpaiHcbka MoBa 3a mpodeciitHum 3.0 . saix 1
CTIPSIMYBaHHSIM
OK 1.6 Igo3eMHa MoBa (aHrIiHCchKa/ 6.0 satiK 23
HiMeIbKa/ (hpaHIly3bKa)
OK 1.7 Peamizaris npas, 03.960;:[ 1 000B’sI3KiB 3,0 salTiK 3
TpOMaJIIHUHA Y KpaiHU
OK 1.8 | Oxopona npami B ramy3i 3,0 3aJiK 6
OK 1.9 Berym no CrIeLiaTbHOCT «KibepbOesneka 3.0 scp 3aix 1
Ta 3aXHCT iHpOopMaITii»
Beworo 1 30,0
II Iuk1 nmpodgeciiiHoi MiAroTOBKA
Bas3oBi qucuumiiou
OK 2.1 Buma matematnka 10,0 eK3aMeH 1,2
. 1,
OK 2.2 | Dizuxa 10,0 crsamen
i .3amiK 2
OK 2.3 IH(l)OpMaI‘{lI/IHl Ta KOMYHIKaIliiH1 3.0 saic 2
TEXHOJIOTI]
OK 2.4 | OcHOBH nporpaMyBaHHs 15,0 eK3aMeH 1,2
OK 2.5 | Enekrponika 4,0 eK3aMeH 3
OK 2.6 MIKpOKOHTpOJICpHA Ta. 6,0 eK3aMeH 6,7
MIKpPOIIPOIIECOpPHA TEXHIKa
OK 2.7 | EnekTporexHika 3,0 eK3aMeH 4
3acoOu npuitMaHHs, lepelaBaHHs Ta
OK 2.8 | 00poOKM CHTHAIB B CHCTEMaX 3,0 eK3aMeH 4
TEXHIYHOTO 3aXHCTY
OK 2.9 Metoau tudpoBoi 06p06KH 40 b sarix 3
300paKe€Hb Ta CUTHAJIIB
Jucuumiinu npodeciitHoro cnpsiMyBaHHS
OK 2.10 QpraﬁlsaumHe 3a0e3neUeHHS 5.0 CK3AMEH 2
kiOepOe3neku
OK 2.11 HopMaTHBHo-npaBOBe 3a0e3MeUeHHs 3,0 eK3AMEH 3
kibepOesnekn
OK 2.12 besneka iHdopmartiitHo-KOMyHIKaIliHHIX 4.0 eK3AMEH 3
CUCTEM
i 4
. . . - 8.0 3aJliK ,
OK 2.13 | Vapasninsst iHpopMaliiHOKO Oe3MeKoro ex3AMEH 5
OK 2.14 MeTOLLH TE.l"SaCO6I/I TEXHIYHOTO 3aXUCTY 6.0 CK3AMCH 5.6
iH(hopMartii




OK 2.15 | TexHi4yHi KaHaJIX BUTOKY iH(pOpMarii 3,0 eK3aMeH 4
OK 2.16 | Be3neka XxMapHUX CUCTEM Ta TEXHOJIOTIH 3,0 nud.3amK 4
OK 2.17 ananiHHﬂ pH3MKaMHu B iHpopMaLiiiHii 4.0 saTik 6
Ta KibepOesmnerr
OK 2.18 | Kpunrrorpadis ta creranorpadist 9,0 eK3aMeH 4,5
OK 2.19 ‘I‘<ypc013a po60.Ta 3 TACITUTIIIHU . 1,0 b 3aix 5
Kpunirorpadist Ta creragorpadist
OK 2.20 | ba3u ganux ta 0a3u 3HaHbL 4,0 eK3aMeH 6
OK 221 | lectyanns inpopmaniiino- 3,0 . 3amiK 5
KOMYHIKAI[iHAX TEXHOJIOTIii
OK 2.22 KOMHJ‘ICI('CHi CI/ICTeI.\fI/I TEXHIYHOT'O 7.0 eK3aMeH 7,
3axucty iHdopmarrii nud.3amiK 8
OK 2.23 | lTyunuii inTenekT Ta KibepOe3neka 4,0 eK3aMeH 8
OK 2.24 | Teopis iHpopMaIlii Ta KO JyBaHHS 3,0 eK3aMeH 8
OK 2.25 Kypco;aa.po60Ta 3 CLILLIHH 1,0 nud.3amiK 8
«Teopist iHdopMalrii Ta KOTyBaHHS
OK 2.26 HpoeKTyBaHHSI CHUCTEM TCXHi‘IHOFO 4’0 eK3aMeH 7
3aXHUCTy
Kypcosa poboTa 3 mucrurmiinu
OK 2.27 | IlpoekTyBaHHS CUCTEM TEXHIYHOTO 1,0 Jud.3ariK 7
3aXHUCTY
Cy4acHi mporpamMHoO-arnapaTHi
OK 2.28 iH}(;IopMauipﬁH(l)j—KoMyHiKaII)JiP”IHi 7,0 cleaven 7
nmud.3amiK 8
TEXHOJIOTI]
OK 2.29 | HaBuasibHa MpakTHUKa: 00YMCITIOBATBHA 3,0 Q. 3aiK 2
OK 2.30 | BupoOHHMYa paKTHKA: TEXHOJOTiUHA 3,0 . 3amK 6
OK 2.31 | BupoOHHMUa MpaKkTHKa:3i CIeIiaIbHOCTI 6,0 . 3aIiK 8
Bceroro 11 150,0
Bubipkoei komnonenmu:
2 Kypc
BK 1 Juctumiina 1 5,0 . 3aIiK 3
BK 2 Juctumiina 2 5,0 Jud. 31K 3
BK3 Jucrumiina 3 5,0 . 3K 4
BK 4 Jucrnumnina 4 5,0 . 3K 4
3 Kypc
BK'5 Juctumiina 5 5,0 . 3a1iK 5
BK 6 Huctumiina 6 5,0 Jud. 31K 5
BK 7 Jucrumina 7 5,0 . 3K 6
BK & Jucrumina 8 5,0 . 3K 6
4 kypc
BK 9 Juctumiina 9 5,0 Jud. 31K 7
BK 10 Juctumiina 10 5,0 Jud. 31K 7
BK 11 Jucrumina 11 5,0 . 3amiK 7
BK12 Hucrtumrina 12 50 . 3aTiK 8
Bcenoro 3a BK 60,0
3arajabHuii 00csAr 060B’A3KOBUX KOMIIOHEHT 180 (75%)
3araabHuii 00csAT BHOIPKOBHX KOMIIOHEHT (AMCHHUILTiIH BUOOPY CTYyIeHTa) 60 (25%)
3ATAJILHUM OBCST OCBITHLOI IPOT'PAMU 240
3ATAJILHUM OBCST OCBITHLOI IPOTPAMU 240
MpumiTka: 3706yBatam BHILOT OCBITH MPOTIOHYETHCA MPOBECTH BUGIP HABYATLHUX AMCLMILIIH HA OCHOBI JIBOX TIEPENTiKiB BUGIPKOBIX KOMIIOHEHT:
yHiBepenTeTchKHii BUGipkoBHii Katanor(YBK), 10 CKIaNacThes i3 3arallbHOYHIBEPCHTETCHKOTO Mepestiky JMCLMILIIH, HA OCHOBI AKOTO 3iCHIOETbCS BUGID MMCLMILIIH /1A (OpMyBaHHs

3aranbHUX KomnereHtHocTel OIl, coriabHUX HABMYOK Ta CBITOTIISAY 3a BIacHUM ynojno0aHusM. Ilepenik JUCHHIUIIH PO3MILLYEThCS HA caiiTi yHIBEPCHTETY.

daxyabrerchkuii Bu6ipkoBuii karajor (PBK) — HaBuanpHi JUCLHHILTIHY raTy3eBo-IPpodeciiiHOro crpsMyBaHHs 31 CHeliaabHOCTEH (HaKyIbTeTy, 10 J03BOJISIOTH OTPUMATH NPodeciiiHi HABUYKH
3 1eBHOT rajy3i 3HaHb Mma HaBYAILHI AMCUHILTIHE MPodeciHHOro cnpsMyBaHHs, 10 J03BOJIAIOTHL OTPUMATH NOTIMOIEHY MIArOTOBKY 3a OCBITHBOIO MPOIPaMoIo i 3akpimmoiors HabyTi daxosi
KOMIIETEHTHOCTi Ha OCHOBI 3aCBOEHHS IMCIMILTIH i3 (haKy/IbTETCHKOT0 KaTanory (popMyroThes 3aranbHo-npodeciiini abo daxoi komnereHTHOCTI. TTepenik MCIHMIITIH PO3MIllyeThCS Ha CaifTi

yHiBepcHuTeTy/ (paKyabTeTy.




180 kpenutiB EKTC, Tepmin HaBuaHHs 2 poku 10 micsiis

Kon v/n KommoneHTH ocBiTHROI IpOorpaMu Kinbkictb ®dopma [MocninoBHICTH

(HaBUANBHI TUCIIUILUTIHHU, KYPCOBI IPOEKTH | KPEAHTIB MiJICYyMKOBOTO BHBYCHHSI,
(pobotwm), mpakTHKH, KBaJi(ikaIliina KOHTPOJTIO ceMecTp
poboTa)
1 2 3 4 5
0608°13K08i KOMNOHEHmMU:
I Iluxa 3arajJbHOI MiATOTOBKH

OK 1.1 Berym mo ?HCLIiEUILH.(‘)‘CTi «Kibepbesmexa 3,0 . sanix 1

Ta 3aXUCT iHpOopMAaLLii»

[HIIT1 KOMIIOHEHTH UKy 3arajibHOI MIATOTOBKH 3a0e3eueH] TP OTPUMaHHI JTUTIIIOMY
MOJIOJIIIOTO crienianicTa (Mooamoro 0dakanaspa, (paxoBoro MOJIOAMIOro OakamaBpa)

Beboro 1 \ 3,0 \
11 Huka npodeciiinoi miaroroBku
ba3oBi mucuumIinm
OK 2.1 | Buma maremaruka 50 eK3aMeH 1
OK 2.2 | di3uka 6,0 eK3aMeH 1
OK 2.3 IH(bopMaq}nﬂl Ta KOMYHIKaIliiHi 3,0 sartiK 2
TEXHOJIOT11
OK 2.4 | OcHOBH mIporpamMyBaHHS 15,0 eK3aMeH 1,2
OK 2.5 | Enektponika 4,0 eK3aMeH 1
OK 2.6 M.leOKOHTpOHepHa - 3,0 eK3aMeH 5
MIKpPOIIPOLIECOPHA TEXHIKA
OK 2.7 | EnekTporexHika 3,0 eK3aMeH 4
oK 2.8, | Meromm widpoBoi 00podKn 4,0 nad.3anix 6
300paXe€Hb Ta CUTHAJIIB
JAucuuiuting npodeciiHoro cnpsiMmyBaHHs
OK 2.9 QpraH13au1HHe 3a0e3rneyeHHs 5.0 eK3AMEH 2
Kibepbe3neku
OK 2.10 HOpMaTI/IBHO-HpaBOBe 3a0€3MeUCHHS 3.0 exsAMeH 1
KiOepOesneku
OK 211 besneka iHpopmaniitHO-KOMyHIKaI[ITHUX 4.0 eK3AMEH 3
CHCTEM
. . . 3aITiK 2,
OK 2.12 | Vnpasninnas inGopMaliiiHow0 Ge31eK0r0 8,0 exsaMEH 3
OK 2.13 MeTOI[I/I Ta.1..3a0061/1 TEXHIYHOT'O 3aXUCTY 6.0 eK3AMEH 3.4
iH(popMarrii
OK 2.14 | TexHi4H1 KaHaJIU BUTOKY 1H(DOpMaIii 3,0 eK3aMeH 2
OK 2.15 | besneka XMapHUX CHCTEM Ta TEXHOJOT1H 3,0 nud.3aiK 4
OK 2.16 pr.aBJIlHHSI pH3HKaMH B iHdopmariitnii 4,0 sartiK 4
Ta KibepoOesrerti
OK 2.17 | Kpunrorpadis Ta cteranorpadist 9,0 €K3aMeH 2,3
OK 2.18 }fprOBa po6qTa 3 AMCIHILIAH - 1,0 nud.3amik 3
Kpunrorpadis Ta creranorpadis
OK 2.19 | ba3u nanux Ta 6a3u 3HaHb 4,0 eK3aMeH 4
OK 2.20 | Tectysanns inopmaiino- 3,0 . 3amic 3
KOMYHIKAI[I THUX TEXHOJIOTii
OK 2.21 KOMHJ‘ICK'CHI CHCTEMHU TEXHI4HOTO 7.0 eK3aMeH 5,
3axuCTy iHhopMariii Jud.3amiK 6
OK 2.22 | Tyunuii iHTeNEKT Ta KibepOesneka 4,0 eK3aMeH 6
OK 2.23 | Teopis indopmaii Ta KogyBaHHS 3,0 €K3aMeH 6
OK 2.24 Kypcosa pobota 3 aucuumiiau «Teopis 1,0 . sanix 6

iHpopMalii Ta KOTyBaHHS»




OK 2.95 [IpoekTyBaHHS CHCTEM TEXHIYHOTO 4.0 eK3aMEH 5
3aXHCTY
Kypcosa po6oTa 3 nucruruiinun
OK 2.26 | «IIpoexTyBaHHS CUCTEM TEXHIUYHOI'O 10 aud.3aik 5
3aXHCTY»
OK 2.27 quaCHi nRorpaMHo—a.napq{Hi. 7.0 eK3aMeH S5,
iH(hOpMAaITi HHO-KOMYHIKAITifHI TeXHOJIOT .3k 6
OK 2.28 | BupobHnYa npakTHKa: TEXHOJIOT14YHA 3,0 . 3amiK 4
OK 2.29 | BupoOHuua npakTuka: 3i CrieniaibHOCTI 6,0 . 3amiK 6
Beboro 11 132
Bubipkoei komnonenmu:
1 kypc
BK'1 | Juciunmina 1 50 | . 3amK 2
2 Kypc
BK 2 Juciumnina 2 50 nud. 3aIK 3
BK 3 Juciummina 3 50 nud. 3amK 3
BK 4 Jucuumriiina 4 5,0 nud. 3amiK 4
BK 5 Jucuuriina 5 5,0 nud. 3amK 4
3 kypc
BK 6 Jucnumnnina 6 5,0 . 3amK 5
BK 7 Jucuuriina 7 5,0 nud. 3amiK 5
BK 8 Jucuuriiina 8 5,0 nud. 3amiK 5
BK 9 Jucuuriina 9 5,0 nud. 3amK 6
Bceboro 3a BK 45
3arajabHuii 00CAT 000B’I3KOBHX KOMIIOHEHT 135 (75%)
3arajbHuii 00cAT BUOIPKOBHX KOMIOHEHT (IUCUMILIiH BUOOPY CTYJE€HTA) 45 (25%)
3ATAJIBHUM OBCAT OCBITHHOI MPOT'PAMM 180
3ATAJIBHUM OBCAT OCBITHHOI NPOT'PAMM 180

Ipumirtka: 37100yBayam BHILOi OCBITH MPOTIOHYETHCSA MPOBECTH BUOIP HABYATBHUX TUCIHILIIH HA OCHOBI IBOX MEPEiKiB BUOIPKOBUX KOMIIOHEHT:

. yHiBepcuTeTchKuii BuGipkoBuii kaTanor(YBK), mo ckmamaetbes i3 3aralbHOYHIBEPCHTETCHKOTO MEPENiKy MHCHHMILIIH, HA OCHOBI AKOTO 3/IiMCHIOEThCA BUOIP JMCLMILTIH 11 (pOpMyBaHHs
3aranbHUX KommnerentHocteii O, corianbHUX HABUYOK Ta CBITOTIISTY 3a BIACHUM yHoA00aHHsM. [Tepernik JMCHHILTIH PO3MIIyeThCs HA CalTi yHIBEpCHTETY.

. akyabTerchknii BuGipKoBuii karasor (PBK) — HauanbHi MCIMILTIHY TaTy3eBO-TIPO(ECiHHOTO CIpAMYBaHHS 3i CHIeLliabHOCTEH (haKyIbTETY, 110 JI03BONAIOTH OTPUMATH MPOdeciiHi HaBUUKH
3 neBHO{ Tays3i 3HaHb 7@ HABYAIbHI TMCIMILTIHI TPOQeciitHOro CHpAMyBaHH:, IO 103BOJIAIOTH OTPUMATH IOIIHOJIEHY MiIrOTOBKY 3a OCBITHBOIO MPOrPaMoIo ii 3aKpimunooTs HabyTi (axosi
komreTeHTHOCTi Ha OCHOBI 3aCBOEHHS IMCLHILTIH i3 (aKy/IbTETCHKOr0 KaTaaory popMyloThes 3araibHo-npodeciiiii abo (paxosi komnereHTHOCTI. Tleperik MCUHMIUIH PO3MILLYeThCs HA CaiTi
yHiBepcHuTeTy/ (paKyIbTeTy.




2.2. CtpyktypHO-joriuna cxema OIl

240 kpeautiB EKTC, Tepmin HaBuaHHsA 3 poku 10 micsauis

Kypc | Cemectp KoMroHeHTH OCBITHBOI ITporpamMu Kinpkicts KinbkicTh
KOMITOHCHTIB | KOMITOHEHTIB
3a CeMeCTp | 3a HaBYAIbHUUH
piK
1 1 OK1.1,0K1.2,0K 1.5, OK 1.9, OK 2.1, 7
OK2.2,0K24 11
2 OK 1.1, 0K 1.6, 0K 2.1, 0K 2.2, OK 2.3, 3
OK 2.4, 0K 2.10, OK 2.29
2 3 OK 1.1,0K 1.4.,0K 1.6, OK 1.7, OK 2.5, 9
OK 2.11, 0K 2.12, BK I, BK 2 17
4 OK 1.1,0K 2.7, 0K 2.8, OK 2.13, 9
OK 2.15, 0K 2.16, OK 2.18, BK 3, BK 4
3 5 OK 1.1, OK 1.3, OK 2.13, OK2.14, 9
0OK2.18, OK2.19, OK 2.21, BK 5, BK 6 16
6 OK1.8, OK 2.6, OK 2.14, OK 2.17, 5
0K 2.20, OK 2.30, BK 7, BK 8
4 7 OK 2.6, OK 2.22, OK 2.26, OK 2.27, 8
0K 2.28, BK 9, BK 10, BK 11 14
8 0K 2.9, 0K 2.22, OK 2.23, OK 2.24, 8
OK 2.25, 0K 2.28, OK 2.31, BK 12
180 kpeautiB EKTC, Tepmin HaBuyanHus 2 poku 10 micsinis
Kypc | Cemectp KommnoneHTu ocBITHBOI IporpaMu Kinbkicth Kinpkictb
KOMITOHCHTIB KOMITOHCHTIB 3a
3a ceMecTp HaBYAIBHUHN PiK
1 1 OK 1.1,0K2.1,0K 2.2, 0K 2.4, OK 2.5, 6
0K 2.10 12
2 OK 2.3,0K24,0K 2.9, 0K 2.12, OK 7
2.14,0K2.17,BK 1
2 3 OK 2.11,0K 2.12, OK 2.13, OK 2.17, OK 5
2.18, OK 2.20, BK 2, BK 3 15
4 OK 2.7, 0K 2.13, OK 2.15, OK 2.16, 8
OK 2.19, 0K 2.28, BK 4, BK 5
3 5 OK 2.6, OK 2.21, OK 2.25, OK2.26,
OK2.27, BK 6, BK 7, BK 8 8 "
6 OK2.8,0K 2.21, OK 2.22, OK 2.23, 8

OK 2.24, 0K 2.27, 0K 2.29, BK 9




CTPYKTYPHO-JI0TiYHA CXeMa MOCJHiIOBHOCTI BUBUeHHs (BUKOHAHHS) 0cBiTHIX koMnoHeHT OII «KibepOe3nexkay (240 kpeauriB)

TEXHIYHOTO 3aXUCTY

I kypce 1I kype 1III kypc IV kype
1 cemecTp 2 cemecTp 3 cemecTp 4 cemecTp 5 cemecTp 6 cemecTp 7 cemecTp 8 cemecTp
Buia maremaTuka
Dizuka Enextponika EnextpoTexHika
3acobu npuitMaHHs, Wiz
OCHOBY IIpOTpaMyBaHHs TR I T 0 MIiKpOKOHTpOJIEpHA Ta MiKPOIIPOLIECOPHA TEXHIKA 00poOKHU 300paXKeHb
CHTHAJIIB B CHCTEMaX T4 CHIHATIB

Iadopmarniiini Ta
KOMYHIKaIiiHi TeXHOJIOTi1

Kypcosa po6ora 3

Kypcosa po6ora 3

Kypcosa po6ora 3

Mpumitka: YBK - qucuumiiau yHiBepcuTeTchkoro BudipkoBoro katanory, @BK - mucrumunian GpaxymbTeTChKoro BHOIpKOBOTO KaTalory

JUCIUTLTIHA JUCIUTLTIHA JUCIUTLTIHA
«Kpunrorpagis ta «[IpoextyBanns cucreM | «Teopis iHpopmarii
creranorpadisn TEXHIYHOTO 3aXUCTY Ta KOJYBaHHS»
BK 1 BK 3 BK 5 BK9
BK2 BK 4 BK 6 BK 8 BK 10
BK 11
Ilo3HavyeHo KOIHLOPOM KOMIIOHEHTH:
Jucunmiing 2 IKITY (6azoBi Ry Bubipkosi
JTICIIUILTiHH ) KOMITOHEHTH




CTpYKTYpHO-JIOTiYHA cXeMa MOCJAiI0BHOCTI BUBYeHHs (BUKOHaHHsI) ocBiTHiIX komnoHeHT OII «KiGepoe3nekay (180 kpenuTin)

1 kype

2 Kypc

3 kypc

2 cemecTp

3 cemecTp

4 cemecTp

5 cemecTp

6 cemecTp

Kypcosa po6ora 3

Kypcosa po6ora 3

Kypcosa po6ora 3

JIMCLIMITIIHA JIMCLMILIIHA mucnumtiag «Teopist
«Kpunrorpadist Ta «[IpoexTyBaHHS CHCTEM iHdopmamii Ta
creranorpadisn TEXHITHOTO 3aXHCTY» KOZYBaHHDY
Bupo6unua npaktrka: Bupo6nudya mpakTuka: 3i
TEXHOJIOTIYHA CIIeniaabHOCTI
BK 1 BK 2 BK 4 BK 6 BK 9
BK 3 BK 5 BK 7
BK 8
Tl03HAYEHO KOJIHOPOM KOMIIOHEHTH:
Kypcoi poboru TIpaxTukm BubipkoBi KOMIIOHEHTH

Ipumirka: YBK - muciumiinu yHiBepcuTeTchkoro BudipkoBoro karanory, ®BK - qucuumiinm ¢akyabTeTchbkoro BUGIpKOBOrO KaTauory




3. ®opma arecrauii 37100yBa4iB BHIIOI OCBITH

®opmu arectanii
3100yBaviB BUIIOL
ocBiTH

Arecrarisg 3MIHACHIOETHCS y dhopmi €IMHOTO JeP>KaBHOTO
KBaJTi(iKaifHOTO ICIUTY

Bumoru no
€IMHOI0
JepP:KaBHOT0
KBaJiikaniiinoro
icmuTy

€nuHuil nep)kaBHUN KBaliiKamiiHUN iCIUT mependadae OI[iHIOBaHHS
JOCATHEHb PE3yJIbTAaTiB HABYAHHS, BU3HAYCHUX CTaHAAPTOM CIICIiaTbHOCTI
125 KibepbOesneka Ta 3axucT iHdopmarlii 1 mneprioro (0akalaBpChKOTO)
PIBHS BHIIO1 OCBITH Ta OCBITHBOO MPOTPAMOI0.




4. Marpuus BiAIOBIAHOCTI MPOrPaMHMX KOMIIETEHTHOCTEH KOMIIOHEHTAM OCBITHBLOI IPOrpaMu

240 xpeautiB EKTC, Tepmin HaBuaHHsA 3 pokn 10 micauis
= R A I R A R L R B N B B A A B B R I R R R A R I I T - A A R A B R I R I R I R A R A B R A R A A S
szl gl gl gl g2l Zlglglglglglglglglglglglgalalalaglagldladld|a|a|a]|a]olofo|oloo]-
2l 2| 2|2l gl gl 2| 2| 2| 2| 2|2l 2] 2| 2| 2| 2| 2| 2| g 2] =
cleje|eje|ojo|ejelolelo|0lQ|ClC|OlCo|0|o|o|0|o|lo|o|lo|o|o|o|o|o|C|lo|o|o|o|o|e|0C
K31 + + |+ |+ |+ |+ + |+ |+ |+ + | + +l+l+ |+ + 0+ |+
K32 +
83 + + + + 1+ |+
K34 + + + N
35 + |+ + + + + |+ |+
K36 + + +
BT+ + +
@Kl + | + +
PK2 + + + + x|+ + |+
K3 + + + + |+ |+ + |+
DK 4 + + +
K5 + + + 0+ |+ |+ + |+
K 6 + + | +
e + + + |+ + |+
OK 8 + + +
K9 + + + | +
®K 10 + + + + +
DK 11 +
PK12 + |+ |+ + |+ |+
K 13 + | + + |+ |+
PK 14 + + | + + | + + |+ |+ |+ + | +
OK 15 + + +
PK16 + + + +
K17 + + + +
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180 xkpeautiB EKTC, Tepmin HaBuyanus 2 poku 10 m

K31
K32
K33
K34
K35
K36
K37
OK1
DK 2
DK 3
DK 4
DK 9

@K 5
®K 6
OK

@K

®K 10
DK 11
OK 12
@K 13
OK 14
OK 15
OK 16
OK 17



5. Marpuus 3a0e3ne4eHHs NPOrpaMHuX pe3yabTaTiB HaBYaHHsA (IIP) BignoBinHMMM KOMIIOHEHTAMM OCBITHBLOI IPOrpamMu

240 xpeautiB EKTC, Tepmin HaBuaHHsA 3 pokn 10 micauis
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180 kpeautiB €EKTC, Tepmin HaBuanus 2 poxku 10 micsiiB
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